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1. Overall Description:

SA3 thanks SA2 for their reply LS on Initial NAS message protection (S3-181627/S2-184510). In their LS, SA2 ask SA3 the following questions:

Question 1: in the initial NAS message protection solution proposed by SA3, are the parameters that need to be ciphered always sent once the full security context has been established between the UE and the network?

Question 2: what procedures besides Registration does SA3 expect the initial NAS message protection solution should apply?
SA3 would like to provide the following responses to the questions:
Response to Question 1: the parameters that need to be ciphered are only sent once the UE has a full security context. The parameters that need to be ciphered are sent in the initial NAS message if the UE has a full security context when it sends the message. The parameters that need to be ciphered are only sent in the NAS Security Mode Complete message if they are needed by the network, i.e. the network did not receive them correctly from the initial message. This can happen in two cases, firstly the UE had no security context and so did not send them or secondly the network did not have the security context used by the UE to protect the initial message. The network triggers the UE to include these parameters in the NAS Security Mode Complete by including the HASHAMF parameter in the NAS Security Mode Command message.
Response to Question 2: SA3 expects the solution to apply to all initial NAS messages from idle, i.e. the Service Request as well as the Registration Request. If, like in LTE, the Service Request is only sent when the UE has a security context and is always rejected if the security fails to check in the AMF, then the only part of the initial NAS protection is the partial ciphering of the IEs not needed to identify the UE and security context (i.e. the 5G-S-TMSI and ngKSI from TS 24.301v1.1.0). 
SA3 asks SA2 to take the above responses into account and CT1 to use the above responses in the specification of the stage 3 of initial NAS protection.
2. Actions:

To SA2
ACTION: 
SA3 asks SA2 to take the above responses into account.
To CT1
ACTION: 
SA3 asks CT1 to use the above responses in the specification of the stage 3 of initial NAS protection. 

3. Date of Next TSG-SA WG3 Meetings:

SA3#92
20-24 August 2018

Dalian (China)
SA3#92Bis
24-28 September 2018

Harbin (China)
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